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Abstract. In this brief note, we examine the RMAC draft standard
as proposed in NIST Draft 800-38B. We review the draft according to
the general properties of RMAC that we proposed in our paper at FSE
2002 (Full version on ePrint). In particular, we examine some important
differences between the construction and the security claims.

1 Introduction

RMAC is a mode of operation that allows the construction of randomized mes-
sage authentication codes from a good block cipher. It was originally proposed
as a response to the call for modes of operation that was sent by the NIST in
order to complement the AES effort.

We recall the description of RMAC and some notations. Let E be a block
cipher with keys of size k and blocks of size b. Ex represents the block cipher used
with the key K. Let E(x g represent the same block cipher with the key K and
an additional parameter R of size r. It will later be explained how E g g) relates
to Ex. Let M = (My,...,M;) be a padded message. The RMAC algorithm
computes a message authentication code C as follows:

R = output of a random number generator,
Cy = Ex, (M),

C; = Ex,(M; ® C;_y) for i from 2 to I,

m = E(K27R)(Cl),

C =(m,R).

2 Revisiting RMAC with tweakable block ciphers

The security proof of RMAC [2] makes strong assumptions on the block cipher
used in the construction. These assumptions can be summarized using the new



notion of tweakable block cipher introduced by Liskov, Rivest and Wagner at
Crypto 2002 [6]. Namely, the chosen block cipher using the salt R as a tweak,
that is the block cipher used in the configuration of the last computation E k., g,
must be a good tweakable block cipher. In particular, the block cipher shall not
suffer from any related key attacks.

In [2] two ways of computing E(k,, g) are suggested for use with the AES.

First construction. The first suggestion is to use AES with keys of size 256
bits. In that case, Ky and R may both be chosen of size 128 bits and we set
E(k,,r) = AESk,||r- Another possibility would be to select a key K> of size
256 bits, an R of size 128 bits but padded with zeroes up to 256 bits and apply
E(k,,r) = AESk,sr- From a security point of view, these two solutions are
equivalent.

Second construction. The second suggestion is to use AES with keys of size
128 bits. In that case, K> and R are also of size 128 bits and we set Fx, gy =
AESKQEBR-

For the first construction, the security proof is given in the standard model.
For the second construction, the security proof is done under a much stronger
assumption in the ideal cipher model. Thus, while more costly in terms of com-
putations, the first construction has to be preferred when possible.

There is no construction proposed in [2] for use with the DES or Triple-DES.
In fact, it is unclear whether tweakable block ciphers can be formed from these
algorithms. While we understand the need of allowing DES or Triple-DES for
backward compatibility concerns, it should be made clear in the final draft that
this choice greatly damages the security of the construction.

3 Security level of the construction

The first construction is proven secure in the standard model. The second con-
struction is proven secure in the ideal cipher model. Both security proofs states
that a computational power at least approximately equal to 2" /n, where n =
min(k,b), is needed to break the scheme. It should be noted that increasing
the size of the key in the AES beyond 128 bits will not provide an increase of
security.

In [8, Appendix A], it is stated that an exhaustive key search on RMAC would
require 22¥~! computations. While this is true of a brute force search with no
optimization, it is misleading since other attacks exist that require much less
computation power. This remark also stands for the forgery claims. In fact, we
believe that forgery and key recovery can both be achieved with high probability
in approximately 2"/n computations.

4 MAC truncation

It is possible to reduce the size of the MAC by using some truncation on R and
m. The idea is to reduce the size of the MAC while minimizing the security loss.



In order to do this, we need to consider not only collision based attacks but also
plain guessing attacks. Collision based attacks work by colliding both R and the
output of the last AES evaluation, while guessing attacks need to correctly guess
an m-bit value. In order to be as secure as possible, we balance the probability
of success of the two kinds of attacks. The size of the blocks is n. Let r be the
number of bits of the random R and let s be the number of bits of the output
m that are kept to form the MAC. We want (r + n)/2 = s. For a security of
2=(n=d) we take r = n — 2d and s = n — d and that gives us a MAC size of
t=r+s=2n-—3d.

For example, if d = 43, we get a security of 278 with a MAC tag of size
t = 127. If we add one bit to avoid padding messages of length multiple of 128,
as explained in [2], we get a MAC tag of size 128 bits.

Of course, the above evaluation of the security level for the truncations is a
crude approximation and should not be taken as a security proof. In particular,
it should be noted that some factor, depending on r and on the number MAC
computations that the adversary can do, should apply and reduce the security.

5 Message padding

It is possible to avoid the padding of already complete message strings by using
the technique proposed in [2], consisting in adding one bit to R depending on
whether or not the message had to be padded. This technique could be described
and proposed in the NIST Draft in order to obtain a better efficiency for RMAC.
It would address one of the concerns regarding efficiency expressed in [9] by
Rogaway.

6 Addressing remarks raised as public comments

Four public comments [7,5,4,9] where posted regarding the NIST Draft 800-
38B.

Lloyd describes in [7] a forgery attack and a key recovery attack against
RMAC of complexity approximately 2¥. These attacks are completely compatible
with the bound of the security proof that is equal to 2" /n where n = min(b, k).

Knudsen [4] pointed out security problems arising from the choice of Triple-
DES. He also presents an attacks requiring 2" /n computations. This attacks fits
the security bound of the proof.

Kohno describes in [5] key-collisions attacks that are a variant of Biham’s
attack [1] and also fits within the bound of the security proof.

In [9], Rogaway suggests to abandon the RMAC proposal. He describes the
NIST RMAC proposal as a salted RMAC. In his security definition, he gives the
adversary control on the salt R. It is true that the proof of [2] does not apply
in case R is controlled by the adversary. However we believe that only the two
following properties are important for the value R. Namely that, first, a given
R should not be repeated more than n times during 2" MAC computations and



that, second, the adversary may not be allowed to choose the value of R. While
we have no proof that RMAC is indeed a salted MAC, according to his definition,
we believe that the first construction (in the standard model) from section 2 is
in fact secure in this model.

Rogaway claims that the ideal cipher model is not suitable for a MAC proof
of security. Is is true that the proof in the ideal cipher model makes some strong
assumptions on the block cipher AES. However we believe that those assump-
tions are what should be expected of a good block cipher and that the AES is
likely to meet these requirements.
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